
Protecting Your Privacy
More than 80 million people nationally, including 
more than 1.1 million in Connecticut, could be 
impacted by the recent data breaches.
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SECURE YOUR PERSONAL DATA
Learn more about proposed legislation 
that requires Connecticut health 
insurance companies to encrypt all 
personal information records.



This proposal would require any health insurance 
company that holds, uses or transmits personal 
information to adopt secure user authentication 
protocols (such as mandatory user IDs, unique 
passwords, etc.) and upgrade information 
safeguards to limit future risks. All personal 
data, whether it is being stored or transmitted, 
should be encrypted. According to cybersecurity 
experts, current encryption technology will limit 
the amount of data that even “authorized users” 
can view at one time, making it more difficult to 
compromise massive amounts of data.

Keeping Your Personal Information Safe:
 � If you have an online account with Anthem insurance, go in and change your password 

and pin number
 � Carefully check medical and Anthem statements for warning signs of misuse and monitor 

financial accounts for suspicious activity

 � Get a free credit report at www.annualcreditreport.com. You can also call toll-free to request 
reports at 1-877-322-8228

 � Current Anthem customers (as well as former customers who may have been affected) are 
eligible for identity theft repair and credit monitoring services via AllClear ID—offered free of 
charge for two years—call 877-263-7995 or visit www.anthemfacts.com  for more information

 � Report identity theft to local authorities as soon as you suspect a problem
 � Shred all personal documents before discarding in trash

PROTECTING YOUR PRIVACY
After one of Connecticut’s largest health insurers announced that its information 
technology system was hacked in a major data breach, my colleagues and I put 
forward a proposal to require health insurance companies operating in Connecticut 
to encrypt all personal information records they store or transmit.
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